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BENEFITS OF CISCO IP COMMUNICATIONS IN A
CISCO INTELLIGENT NETWORK

Adoption of IP Communications accelerated in 2004 a s many businesses and organizations embraced this p owerful
technology. According to Synergy Research, the sale s of IP telephony systems, to date the most popular of all IP
Communications applications*, grew to US$3.5 billio n in 2004—an 85-percent increase over the 2003 figur e. Sales are
projected to top US$10 billion in 2008. Cisco Syste ms® alone is displacing 10,800 traditional phones ever vy business day,
and more than 28,000 Cisco ® customers use an all-IP solution—the largest number of IP Communications installations

in the industry.

The significant design advantages, flexibility, ardl-world successes of all-IP deployments havergthis option an edge over the hybrid
approach in the market. In a hybrid design, |Ppieday is essentially bolted onto a core time-donsmultiplexing (TDM) architecture; therefore,
only the IP-enabled endpoints have access to ¢hecapabilities of IP Communications. Also, becahgeTDM endpoints still exist on a separate
network, companies do not realize the benefitsrafle management, and they may also lose the lismmdftonvergence that allows video and
other IP-based applications to be easily addebleémetwork and enables easy conferencing with yeideo, Web, and presence services.

A CONVERGED, INTELLIGENT NETWORK
Organizations that choose the all-IP option faazttzer choice: whether to run IP Communications igpfibns from one vendor on a different
vendor’s infrastructure, or choose IP Communicatiapplications from the same vendor that builtinfi@structure.

Cisco began developing IP telephony applicatiork9®7 and has provided IP Communications applinationger than any other vendor. From

the start, Cisco’s focus has been on the mostaffievays to create a modular, resilient, adaptwnel secure converged infrastructure as well as
integrated applications for data, voice, and vidgisco employs aystems approadiat uses intelligence in the network to delivestadvantages,
productivity gains, industry-leading security, antligher return on investment. A higher level aégration advantage is realized when Cisco IP
Communications runs in a Cisco network.

*

IP Communications includes IP telephony; unifiredssaging and voicemail; contact center and selfegesolutions; and audio, Web, and videoconfdrenc
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Figure 1. The Benefits of Cisco IP Communications in a Cisco Intelligent Network

This paper highlights the features that customaiis ghen deploying Cisco IP Communications in d@elligent Cisco IP network. It also
demonstrates the unique value that this system@agp delivers.

THE ADVANTAGE OF CISCO IP COMMUNICATIONS IN A CISCO INTELLIGENT NETWORK

When customers run Cisco IP Communications apjmicatin a Cisco infrastructure, they gain the pdwexdvantage of an intelligent network
that isapplication-aware This means that the network actively participatéh the applications, automatically providing eselices with rights

and priorities based on the needs of the devicaladpplication in accordance with organizatigalicy. Embedded in the Cisco Intelligent
Network, the purpose-built Cisco IP Communicatiapplications are alsoetwork-aware They seek out the network services they require—fo
example, an IP phone retrieving the proper settiogpower or quality of service (QoS), or a videmabled PC automatically retrieving the newest
software versions and upgrading itself.

When the network and applications communicate islay, customers can more quickly deploy commuidna. Fewer business disruptions
occur on the Cisco Intelligent Network becausertiimvork automatically recognizes malfunctions ala$ steps to heal itself. This also simplifies
management and reduces management costs.

For example, Cisco network and application inteltige helps enable the simplicity and speed witlthvlllisco customers can make IP phone
moves, adds, and changes. To move phones, usey sinplug their IP phones from one area of a igdmove to another building, and plug
them into a new Ethernet port. The phone autonibticegisters to the nearest Cisco CallManagerisc&€CallManager Express instance, the
software-based, call-processing component at thet béCisco IP Communications. Operational attiéisusuch as QoS are then automatically
configured for the phone. Because the networktiseand operates based on policies, fewer errarare—helping ensure greater business
continuity.

Network intelligence also allows addition of videolP phones and other IP-enabled endpoints thrauggftware upgrade, and for integration
of video into existing voice and Web meeting wooldfs. Management is simplified because it is handlgdmatically in the network.
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Network intelligence also encompasses integratedrig. This integrated security helps Cisco offerIP telephony network that is the strongest,
most secure system available according to a 20@4advle World report that was based on a study byrbtim, a leading New Jersey-based network
consultancy and product test center. The repostradéed that “a sophisticated hacker assault teart ot break or even noticeably disturb [it]
even over three days of concerted effort.” Cisauggy is based not on point products, but rathrenltilayer, system-level security that pervades
the entire infrastructure, from endpoints suchhaslP phones or PCs to the call-processing compsnerthe software and silicon on the router.

Unlike competing networks, a Cisco Intelligent Netiwis fully converged so that functions previousigated in separate devices now move into
the network fabric itself. For example, when a v@another than Cisco deploys its IP telephony apgilimis to hundreds of branch offices running a
Cisco networking infrastructure, separate boxes imeplaced in each office beside the Cisco romtawitch to provide transcoding and voice
gateway functions. Transcoding enables communicdt@ween different types of codecs, which are tis@dnvert voice from analog to digital
sighals—such as when data packets must be senttiR infrastructure across the public switchéepteone network (PSTN). In a Cisco
converged network, this function is contained induies that are inserted into the routers themséRigsire 3).

Figure 2. Integrated IP Communications Infrastructure

In a converged Cisco intelligent network, PSTN wgatefunctions are merged into existing Cisco rosies network modules, eliminating the
need for separate platforms. New features and fomstcan be added through software and module wegaistributed across the network.

New features and functions can be added easilyisainified and integrated fabric through softwapgrades, protecting each customer’s
investment in the Cisco IP Communications infragtite. For example, customers who deployed Cisqahtihes initially only to run voice
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were later able to easily add video to their comigation through software upgrades distributed acthe network. Customers also can distribute
new digital certificates throughout the Cisco IPh@ounications infrastructure to provide superiohauatication and encryption functions.

New features added to Cisco IP Communications egiidins, whether to Cisco Unftynified Messaging, to Cisco CallManager, or todBis
Contact Center solutions, have undergone exhaysteiategration testing on the Cisco infrastructueéore release. If problems arise, Cisco takes
full responsibility to resolve the issue and hascific escalation models in place to help ensua¢ ¢chistomer problems achieve resolution quickly.

In a study done by Sage Research that examinezbtef ownership of 226 organizations whose ndtsiased multiple vendors versus those
that have standardized on a primary vendor, probésolution was significantly faster on a primagndor network. The study found that “almost
three-quarters of primary-vendor organizations refimat their typical time to resolution of troulilekets is less than 4 hours, compared with just
over half of the multivendor organizations thatarghis level of rapid response.”

The Sage study also found that, when companiesseh@primary network vendor strategy for addin@€t&Pmmunications using a systems approach,
they achieve a 47-percent savings in both netwodktalephony costs.

Cisco IP Communications in a Cisco Intelligent Netkvdelivers significantly higher levels of automatto streamline the automation deployment,
management, and ease of using communications ssenfibese benefits extend to all applications vmgrkbgether as a system to provide improved
resilience, security, and higher quality of service

Figure 3. IP Communications Intelligent Infrastructure

UNRIVALED SCALABILITY

The single-vendor approach also offers customersiility to inexpensively scale their IP Commutiimas solutions to almost any size—without

a complete equipment upgrade. With the hybrid apghi@ustomers may be required to replace old grivedinch-exchange (PBX) platforms with
newer platforms. The only significant cost with isco solution running in a converged Cisco nekwofrastructure is to add an instance of Cisco
CallManager to the central site. Any other vendould need to provide a comparable central solutioih hone offers the option for a zero-cost
migration for redundant call processing in the bhaaffices.
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HOW CISCO DOES IT

A Closer Look at the Benefits of the Cisco Solution
This section examines the significant businesstacithical benefits customers enjoy from a Ciscelligent Network and how those capabilities
are uniquely delivered across Cisco IP Communinatapplications on a Cisco infrastructure. Thesefits include:

- Faster moves, adds, and changes

- Faster deployment of QoS settings

- Cisco Smartport Macros: The fastest way to conéall phone settings

- Reduced costs and dispatching errors with autoriatih@nced 911 (E911)

- Video as a simple addition

- Secure IP Communications everywhere—from the endptinthe network infrastructure

- Built-in resiliency

- Power over Ethernet (PoE) and intelligent power aga@ment to reduce power costs

- Single-platform, router-integrated call procesdimgsmall businesses and enterprise branches

- Faster time-to-voice problem resolution with Cisamé IP Telephony Environment Monitor (ITEM)
- Complementary and value-add IP Communications egidins from more than 300 Cisco partners
- Integrated services and support

Faster Moves, Adds, and Changes

The simplicity with which Cisco customers can makene moves, adds, and changes and the resultimgiatfative cost savings is one example
of the power of Cisco IP integration. This easenof/es, adds, and changes is the direct resultmfrhportant capabilities that are built into the
Cisco data infrastructure: Cisco Discovery Prot@a Cisco AutoQoS.

A network management staple of Cisco data infratiires for many years, Cisco Discovery Protocofates in the background and facilitates
communication between a Cisco IP phone pluggedamtetwork and the network switch. Because it dpsrautomatically, IT managers do not
have to physically visit switches to set the progsce parameters. This is available only whensc@iP phone operates on a Cisco infrastructure.

Other vendors that offer only the voice componemtqartner with infrastructure vendors, lack tiyige of integration. As a result, each time a
phone is moved or added to the network IT persomuest be notified so they can manually reconfigheeport switches. As IP telephony networks
scale, administrative costs increase exponentially.

Cisco Discovery Protocol automation translates sigmificant IT cost savings at large companiesrelt®s percent of their personnel move each
year (a common industry standard for moves, addschanges). The Yankee Group estimates thatti cosnpanies up to US$150 per move, add,
or change—an expense that can be eliminated witk@ @ Communications solution.

The IEEE has developed a new standard called LayletDiscovery Protocol (LLDP), derived directlpiin the Cisco Discovery Protocol. Not
yet widely deployed, LLDP provides some of the dalitzes offered by Cisco Discovery Protocol. Cisawitches can implement LLDP in a fully
compliant manner. In addition, through the LLDP @tting mechanism called Type Length Value (TLV),thé# features of both Cisco Discovery
Protocol and standard LLDP are available to Cisedamers. This allows customers to support thestandard on their existing Cisco Discovery
Protocol-based network without requiring modifioat to the infrastructure.
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How It Works

Cisco has enhanced Cisco Discovery Protocol faeléphony by adding new fields that help an IP ghaatomatically retrieve the information it
needs to operate from the local switch. Thesedigldlude the voice VLAN ID, which is an identifti@n number that tells phones when they are
plugged into switch ports the correct voice VLANYtshould join.** Based on the PoE standard, CBiszovery Protocol also automatically
assigns the proper power requirements dependirtigeoneeds of the Cisco IP phone (refer to the@etBower over Ethernet and Intelligent
Power Management Reduce Power Costs” for morerirgtion).

After a user connects an IP phone to the netwbhekphone initiates a Cisco Discovery Protocol ergeawith the access switch. When the phon
recognized, the access switch indicates to the ghlmmvoice VLAN it should use and also indicatesdlass-of-service (CoS) value it should apy
to the traffic. A CoS value of 5 indicates highquity and is usually reserved for voice; call sigmgis given a value of 3; and best-effort traffic
marked with a 0. If a phone is disconnected, tfradtructure removes access into the voice VLANat port, thus preventing unauthorized
access from other devices that could connect tedbated port.

What is unique in this interaction is that Cisce@ivery Protocol operates automatically in respemsedevice being plugged into or removed
from a jack—because this protocol is an integral pathe Cisco infrastructure.

On other vendors’ telephony systems that lackrtegration with Cisco Discovery Protocol, each timsers move their phones, Ethernet jacks
become potential points of increased security valoiéity. IT personnel must manually reconfiguresh jacks or they remain security holes bec3
a hacker could plug a PC into a voice port anditssexisting QoS allocated to that port. The PCl@édlien generate large amounts of traffic,
quickly congesting the LAN and disrupting voice anidieo services to the other IP phones. The urgamtack these security holes and the time
required to be vigilant in closing them add to dainistrative costs of competing IP telephonyeyst on Cisco infrastructures.

When Cisco Discovery Protocol is used in concetihwther security tools such dgnamic Address Resolution Proto€ARP) inspection and
gratuitous ARP denialCisco Discovery Protocol also can help proteeairagvoice over misconfigured IP telephomy eavesdropping technique

use

where a hacker uses packet sniffing to capturaeagsemble voice streams.

Faster Deployment of QoS Settings

Among the most important capabilities a networkasfructure must provide to its voice-enabled emdp@re the correct QoS settings. This
challenge becomes magnified when QoS must be detive hundreds or thousands of IP phones. Qd&isdsential ability of the network,
through the switches and routers and in concelt phiones and video endpoints, to protect delayitsentraffic so voice and video quality is
assured regardless of network congestion.

Cisco developed AutoQoS in response to Cisco custolemand for a faster way to deploy QoS settifigis powerful feature of Cisco 18S
Software helps companies quickly and automaticailyfigure hundreds of switches and routers withpitoper QoS settings with just a few
commands. Cisco AutoQoS automatically handles geraifitasks traditionally done manually, includoigssifying applications, generating
policies, configuring the proper QoS configuratiom®nitoring and reporting to test QoS effectivenesd enforcing service-level consistency
(Figure 5).

In network environments that lack Cisco AutoQoSlgipg QoS involves many repetitive steps that nagsapplied individually to each switch in
the network.

** \Joice VLANSs can be thought of as individual chaeis within a physical network. They are used tdei traffic that is highly sensitive to networbnditions
such as voice so that this traffic can be assigmefirential treatment through QoS settings.
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Figure 4. AutoQoS Reduces Time and Costs over Manual QoS Deployment

Automating QoS distribution is critical to reducitige cost and time to deploy QoS as large numkdiR phones are added to the network.

After Cisco AutoQoS evaluates a network environnaertt determines policyith only one commanitlconfigures the port on an access switch to
prioritize voice traffic without affecting other tveork traffic. And it still offers the flexibilityto adjust and tailor QoS settings to customer-gigeci
requirements. It also automatically monitors QotEirsgs and makes this information available in m@owith notification of abnormal events.

Although Cisco AutoQoS enhances the operation afevtvaffic from any source, it has been specifjcaptimized and tested only on a Cisco
end-to-end infrastructure. Cisco has completednsite benchmarking encompassing thousands of housliver the highest compatibility of
Cisco AutoQoS across Cisco switches, routers, Brighbnes.

Cisco Smartports Macros: The Fastest Way to Configu  re All Phone Settings

The results from the development of Cisco AutoQa&Bevso successful that Cisco further extendedeblmology to deliver Cisco Smartport
Macros. Whereas AutoQoS is designed only to rapgdlyloy QoS settings, Cisco Smartport Marcros ihefua suite of voice-critical macros
and templates that can be applied to ports to rakiguration much simpler. These macros are base@isco best practices and experience
with running IP Communications in the network.

Cisco Smartport Macros do not function in thirdtgar multivendor network environments, translatintp loss of a powerful cost- and
time-saving tool.
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How It Works

With a standard or customized Cisco Smartport Maanoorganization no longer has to log into eadtvark switch port and configure all the
parameters for ports that support IP Communicatimatuding such parameters as voice VLANS, pocusity, DHCP Snooping, and Spanning
Tree PortFast. Instead, the company can automgtigalbad a single template to a switch that inelsidll the proper settings.

For organizations that run Cisco IP Communications Cisco infrastructure, this capability can beter automated with Cisco Discovery
Protocol. Because this protocol operates in th&dracind, talking to each switch, noting deviceadted to each switch port, and building a
topology map, it can be instructed to detect whietices are connected to a switch such as IP phB@ss a Cisco Airon&taccess point, a PC
made video-ready with Cisco VT Advantage, or anosiwgtch or router. Cisco Discovery Protocol alsm @apply the appropriate Cisco Smartpor
Macro. For example, if it detects a 30-port switgth IP phones attached to all the ports, it autiically configures those switch ports with the
customized Cisco Smartport Macro that optimizesea@ind video traffic.

Automatic E911 Cuts Costs and Reduces Dispatching E  rrors
Administrative costs are also lowered (and workdety enhanced) with another unique feature ofdiseo IP Communications in a Cisco
infrastructure solution—E911, an application thavailable with Cisco Emergency Responder.

The challenge with any E911 system is how to mairda up-to-date list of phones and their locatismshat emergency personnel can be
dispatched quickly to the correct location. Thia ba a challenge because large companies on avemgealmost 25 percent of their employees
each year. Cisco provided an industry-unique smtutd this problem for IP Communications that efiaies manual updates required in other 911
systems, both IP and TDM, and reduces dispatchingse

How It Works

Emergency services can be a challenge with IPhelepbecause in conventional PBX implementations-h-tidtand TDM—every direct-
inward-dial (DID) number is an Emergency Locatiaformation Number, or ELIN (a dialable telephonenter), which must correspond with
an Emergency Response Location (ERL). The ERL amtaformation such as street address and floortau. In the enterprise environment,
ERLs and their associations with ELINs are creatgthe customer and sent to the public safety dagln conventional TDM and IP 911 systems,
each time a device corresponding to a DID changestibn, the associated ERL must be changed admaitively, and an update must be sent to the
public safety database. This manual updating psoiseime-consuming.

When Cisco IP Telephony runs on a Cisco infrastmg;tCisco Emergency Responder dedicates a rdlasnall number of DIDs to be ELINSs.
Cisco Emergency Responder works with Cisco DisgoReotocol to track devices automatically as thegrmge location and maintains a database
that associates the new device location, or ERth am appropriate ELIN. When an emergency callasqd, Cisco Emergency Responder
associates the correct ELIN with a device baseitisorurrent location. This approach does not regjthiat locations be associated with common
DIDs or be administratively changed and updated #ie public safety database. Only the dedicatdti§€hlnd their associated ERLs need to
be maintained, and these should be very stablagaigonly when a customer adds or decommissidnslding.

v

Video as a Simple Addition

The unique advantage of deploying video on a Cistastructure is the resulting unity of applicatsoand infrastructure. After customers deploy

a Cisco converged IP Communications solution, engblideo is as easy as adding any other applicatidhe network. Cisco VT Advantage is

a video telephony solution comprising the CiscoAdivantage software application and Cisco VT Camenradeo telephony USB camera. With the
Cisco VT Camera attached to a PC co-located wiEfiseo IP phone, users can place and receive viaésoan their enterprise IP telephony
network. Users make calls from their Cisco IP ptsomging familiar phone interfaces, but now calisemhanced with video on a PC, without
requiring any extra button-pushing or mouse-cligkiwith Cisco VT Advantage, video is integratedittie Cisco infrastructure much like voice
and uses the same network intelligence alreadyatipgrfor voice.
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The advantage of deploying video in a Cisco corsmetwork is that not only is the netwanbplication-aware but the applications are
alsonetwork-awareThis helps enable video to be tightly woven itite existing voice and Web meeting workflows. Wty phone call, the
network automatically determines if a user's P€dgaipped with a Cisco VT Advantage client. If usease Cisco VT Advantage, a video session
automatically starts on the PC simultaneous wighitlfitiation of the phone connection. Call featusash as call forward, transfer, conference, and
hold are now available with video and are all atiéd through the IP phone. In addition, the appbaatself has intelligence and seeks out network
services automatically. Cisco VT Advantage negesiatith the intelligent network to help ensureds lpriority settings for efficient video delivery.

The intelligence of the infrastructure extendstouall types of devices—a laptop, a personal digitsistant (PDA), a mobile phone, or a remote
PC—and automatically determines if the device igoignabled. If so, the required settings are gesteutomatically, and the appropriate
switches are instructed to provide the proper VL#id QoS settings to allow the video stream.

Without the network intelligence, video cannot beegrated as easily, proper settings require maireuad effort, and manageability is
compromised.

Not only can new endpoints be easily video-enatitedjtional videoconferencing equipment basedhenH.323 videoconferencing standard can be
brought onto the converged network. IT managersocamt Cisco CallManager to these systems, anddheybe enabled to automatically register to
Cisco CallManager. Thereafter they can be conttdile Cisco CallManager.

Dial plans for both video and voice are also indegnl in a Cisco IP Communications on a Cisco nétwolution. Just as a user would dial a
five-digit number to join an audio conference, tiser would dial the same five-digit number to jtie videoconference. The user simply dials
the number and a screen-pop alerts the user asedther the videoconference has video availability.

From an IT perspective, videoconferencing managemeairamatically simplified because call detadords (CDRSs) are also integrated into and
managed by Cisco CallManager. IT managers no lomgst download CDRs from two separate systems—thaghnd the video. Instead, all
records are located in one place.

Secure IP Communications Everywhere—From the Endpoin  ts to the Network Infrastructure

Security can no longer be viewed as a mix of ppmaduct solutions. The increasing number of apfibos and devices available on the
network opens up many new points of vulnerabilityenfrIP phones to wireless devices to remote usatsvdtk security must be pervasive,
from endpoints such as IP phones and PCs to thwasefand devices in the network infrastructurelfitdn essence, the network becomes the
main point of control for preventing and respondingecurity threats from internal and externalrses.

When customers deploy Cisco IP Communications egipins in a Cisco infrastructure, they do not havienplement a separate security
apparatus. Cisco provides all three critical ség@wdmponents: secure connectivity, trust and itlgrand threat defense; Cisco also is the only
vendor that integrates these technologies deeptietéabric of the network. Whereas some compatifimeus either on securing only the voice
components or on securing the infrastructure it€&co takes a systems-level approach that offsrarity features and capabilities in the transport
network, the endpoints, the call-processing inftagure, and the applications. Taking advantageéefntelligence of the network to manage
security just makes sense.

How Cisco Does It
Within the Cisco Self-Defending Network architeetu€isco offers the following security for IP Commizations:

- Secure connectivity—To help ensure that communinat@ver both the WAN and LAN are secure and privatsco offers many options. VLAN
segmentation keeps voice traffic on separate Virtework segments, and Voice and Video Enabled VWPBPN) affords secure remote
connectivity. Additional capabilities, such as fi@and processor thresholds and route autherditagirotect the stability and availability of the
network infrastructure. Call management and endpaiffer strong voice media encryption using theu8e Real-Time Transport Protocol
(SRTP), and the protection of signaling traffictwifransport Layer Security (TLS). And, at the agpgtiion layer, Cisco uses HTTPS to permit
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protected remote management of IP Communicatiopbcagions. Also, the Cisco Unity system is thetfivoice messaging system to offer secure
private (encrypted) messaging.

- Trust and identity—To contextually identify userglastablish trust, many standards-based authdotiaaechanisms must work together. Cisco
offers support for traditional authentication, arihation, and accounting (AAA) services in ther@structure, as well as more advanced
capabilities elsewhere through the use of suctstaslExtensible Authentication Protocol (EAP) aiyital certificates.

- Threat defense—Many techniques protect against sgjgesthreats. Firewalls, either integrated orddone, and intrusion detection systems
protect the infrastructure and the voice VLANSs. &dened OS and integrated host intrusion prevestdution called Cisco Security Agent
protects the call-processing components. Cisdeei®hly vendor to offer advanced dynamic ARP inspa@rotection and other tools on the
LAN switches and Cisco IP phones to protect thepeimds against common Layer 2 exploits such as indhe-middle attacks. And the Cisco IP
Communications applications themselves offer sgcteatures. For example, Cisco CallManager offieesability to support multiple levels of
administration access and advanced protection styaith fraud.

For more information about IP Communications araliggy, visit http://www.cisco.com/go/ipcsecurity

Built-In Resiliency Extends to Remote Sites

Cisco designed its IP Communications system fraarbiginning for packet networks. Cisco CallMana@ésco IP phones, Cisco Unity voicemail
and unified messaging servers, and Cisco CustometaCt and self-service solutions are all liberdteth specific physical locations. Customers
can design their networks by placing Cisco CallMgaraand other Cisco call-control servers in clissterd deploying them in multiple locations
anywhere in the network. When Cisco CallManagertaede other servers are distributed across aetifork in a cluster design, resiliency is built
into the infrastructure and can take full advantafjghe routeability and inherent resilience ofdécket networks.

Although this type of architected resiliency cancbenmon to all IP-based communications environmeZiteco adds an industry-first resiliency
capability at remote sites with Cisco Survivablerieée Site Telephony (SRST), a unique capability esidled in the Cisco I0S Software running on
Cisco integrated services and multiservice acaagters. In a centralized call-processing modelGhlseo SRST router facilitates automatic failover
so that local calls and active calls from Ciscglt®nes to the PSTN are maintained even if a WANmgaioccurs. If the WAN link to a remote

office fails and connection to the Cisco CallMandage the domain is lost, the phones in that braoffice automatically redirect to the Cisco SRST
router. The Cisco SRST router automatically takes and offers a rich set of telephony functionbétp ensure business continuity with minimal
impact. When the disrupted WAN link is restored; ffhones automatically reregister with the origitisico CallManager—again, no manual
intervention is required. Cisco SRST is accomplistieough this integrated system with no additidredware components (Figure 6).
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Figure 5. Cisco SRST—Voice Redundancy if WAN Failure Occurs

Power over Ethernet and Intelligent Power Managemen  t Reduce Power Costs

IP Communications devices such as IP phones repairer to operate, but getting power from a watlksd is not always a viable option,
especially when phones scale into the thousand00, Cisco was the first company to introduce@power (evolving to PoE, and now
an 802.3af standard) that enabled the LAN switcimfrgistructure to provide power over an Etherradtle to a powered device.

Cisco now offers Cisco IP phones and LAN switclied support both the 802.3af standard and Ciscsigodard PoE (inline power) for additional
flexibility. Cisco provides additional levels of wer control with intelligent power management. Lékber unique features available with Cisco IP
Communications in a Cisco infrastructure, Cisco Podvides customers with significant power-consuarpsavings to powered devices that use
Cisco Discovery Protocol to negotiate power.

Whereas the IEEE standard specifies that 802.3@épshould be provisioned in large increments atage such as 7 or 15 watts of power to each
device regardless of power need, the Cisco powtectien and management technology allows usersa@igion power based on the power the
device actually needs. The Cisco Intelligent PoMtlanagement feature can provide customers subdtaatimgs in electrical costs and backup UPS
and battery power systems. By providing a moreipeeallocation of power to devices, a total Cideddommunications solution also optimizes port
density, reducing the need for additional deploynodswitches and power supplies.
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Single-Platform, Router-Integrated Call Processing for Small Businesses and Enterprise Branches

For small businesses and enterprise branches whsite telecom and IT expertise is scarce, theflierwd data and voice integration are
particularly critical. Cisco is the first and onlgndor to offer customers a fully integrated salntihat meets their telephone system and small
PBX, voice messaging, data routing, switching, s@clrity requirements in a single platform.

By operating as a holistic system, Cisco integra&dices routers are uniquely suited to provideaded security features with the IP PBX
and voice gateway features needed to support BgQaisers with Cisco CallManager Express and 726swsith Cisco SRST.

According to industry consultancy Current Analys$iss convergence of routing protocols, securityises, and voice applications helps “ensure
the integrity and security of both the branch-@fieetwork and the central office that the branatoiznected to.” In essence, this allows the
integrated services router to become a secure-ali€ converged communications hub.

Without this systems approach to small-office arahbh-office IP Communications, customers wouldead be forced to deploy multiple devices,
systems-integrate their own solutions, and spene itime overall on configuration and troubleshogtiall while being more vulnerable to security
breaches and QoS issues.

Features of Cisco Integrated Services Routers
- Embedded full-featured call processing in Cisco Riftware with Cisco CallManager Express or faitosapability with Cisco SRST

- An integrated Cisco Unity Express Advanced IntegraModule (AIM) or network module for local Autot#endant and voicemail

- Embedded security for V3PN and encryption

- Embedded digital-signal-processor (DSP) slots @ce~over-IP (VolP) processing and both transcodind multiparty conferencing
- Integrated voice WAN interface cards (VWICs) foith@oice and data connectivity needs

- Integrated network modules that scale to 24 anadots, plus 12 foreign-exchange-office (FXO) pant8 digital Basic Rate Interface (BRI)
ports

- Integrated low-density switching modules for PoBphmnes and wireless access points
- Intelligent Cisco I0S Software routing protocol€kias the wide range of QoS protocols

Faster Time to Voice Problem Resolution with CiscoW  orks IP Telephony Environment Monitor

Malfunctions in any components of the voice-promgsmfrastructure, in the LAN or WAN connectiors, in the infrastructure itself can impact
voice or video quality. Tracking problems and aefrig resolution is greatly expedited on a Cisc&immunications in a Cisco infrastructure
network.

In most enterprises, separate teams manage the system and the data infrastructure, reflectiegtaditional separation of the voice and data
network. But because problems can span both reaithdP Communications, it is essential that bahnbs have the facility to communicate
specific details about problems with one another.

CiscoWorks ITEM is a suite of applications that iges in real time to continuously evaluate an@reghe operational health of a Cisco IP
Communications implementation. This informatiomlisplayed in a Web-based screen that providegiraalstatus and alerting of actual and
suspected problems in the voice-processing infrestre.

But what if changes are made somewhere else indtveork infrastructure and this impacts voice dyalWhat if a new application is added to
the data center and, because of business reas@igem a high-priority QoS, eroding the bandwiallocated to voice traffic and disrupting voice
quality?

CiscoWorks ITEM has automated testing that canadétgher latency and jitter that may result fromSxonfiguration changes and alert operators
to this situation. If the problem is being causkgwhere on the data network, however, the vo@mteust coordinate with the data side to find the
problem.
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Today, the network operations team monitors the/omdt infrastructure with the CiscoWorks LAN Managamh Solution (LMS). Because both
management tools are part of the CiscoWorks stiteots, however, they share a common frameworktandinology. Therefore, the voice
team can troubleshoot voice quality issues, evémaiftakes them into the network elements of tita thfrastructure. Because a set of tools and
a common view of the network is shared betweervdige and data teams, they can communicate abeydrtiblem with much greater precision
and understanding—leading to faster problem reswiuti

More Than 300 Cisco Partners Delivering Innovative,  Advanced IP Communications Applications
Organizations worldwide are developing innovatpfit-generating IP Communications applications—arahy of these applications are being
developed for Cisco CallManager and Cisco CallMan&xpress to be displayed on Cisco IP phones.

Cisco IP Communications has a distinct advantagledanP telephony applications space over competystems because of the robustness of the
Cisco Technology Developer ecosystem. Because @Gizsdhe largest installed base of IP phones otampetitor and holds the largest share of
the market, more than 300 Cisco Technology Develppeners are actively developing applicationssThdue also, in part, to the long-term
Cisco commitment to maintaining Extensible Markumbguage (XML) as an open standard and the compdry&slopment of an open interface.
Besides XML, Cisco IP Communications applicatiorsaso based on other industry standards sudieaBeiephony Application Programming
Interface (TAPI) and Java TAPI (JTAPI). Cisco atss created a wealth of resources such as prograpguides, FAQ libraries, discussion
forums, software development kits, and a robuselb@er support program. All these resources haweriiaasier for IP Communications
applications developers to build applications fisd@ CallManager and Cisco CallManager Expressghwvpiovide customers with many more
off-the-shelf applications than are available vetty other competitor.

Many applications have been developed for use urc&ibn, retail, hospitality, and government. Exéapnclude administrative and attendance
solutions for school districts and universitiesjgéntory tracking and lookups for retail branchesaerge, restaurant listings and reservations, and
other guest-service applications for hotels; emmrgeaotification and audio streaming systems faregpment and public-safety personnel; and
time-clock applications for use on manufacturirgpfs and in hospitals, bank branch offices, anérotlork environments.

In addition, because the Cisco intelligent infrasture extends out to the IP phones, deploying aygmlications and services to the phone sets is
as easy as distributing software and automatirtgliaion on a remote PC. Upgrading business aatidios, enhancing telephony services, and
extending phone-based transactions can be accdmglsnoothly and rapidly.

Learn more about the Cisco Technology Developegnaa and the applications these partners are ffet:
http://www.cisco.com/en/US/partners/pr46/tdp/indakml

Cisco and Partners Delivering a Networked Systems A pproach

From its beginnings, when Cisco introduced thé firgltiprotocol router to the market in the ear80s, Cisco has been the leader in IP
networking innovation. As Cisco technology has meedhe foundation of most enterprise networks aedrternet itself, Cisco has continued
to build on its vision: an all-IP network that e communications through the integration of dabéce, and video.

This experience and early commitment to IP voiag édeo is unparalleled in the industry. Whereaditional vendors first entered the IP
telephony market only in 2000, Cisco entered theketan 1997 and since then has led innovatiorteénP telephony industry, including:

- First to put XML applications on the phone

- First to provide inline PoE

- First to provide SRST

- First to provide integrated call-processing caphidirectly into the router
- First to provide automated E911 administrationl®telephony

- First to provide AutoQoS
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- First to provide clustering for scalability and geaphic redundancy

- First to provide voice and data VLANs

- First to provide integrated video telephony serviaethe desktop with Cisco VT Advantage

- First to scale IP telephony to large enterpriselémentations

- First to offer integrated intrusion prevention s with Cisco Security Agent

- First to offer a scalable, standards-based encnytdlution for both media and signaling protection
- First to provide digital certificates for authemtion and key management

- First to provide private secure voice messaginggistandards-based public key encryption

- First to provide integrated wireless, securityd&mmunications, routing, switching, content, firlwand VPN services solution at wire speed,
with integrated services routers

- First all-IP telephony solution to pass Departn@iDefense (DoD) JITC PBX1 security and interopditgttesting for use in command and
control environments

- First to provide Gigabit Ethernet through an IP pho

But what distinguishes Cisco today is not onlyeisly commitment to this technology, but also thet that Cisco IP networking was designed
from the start with a systems approach. Over tlaesyeCisco has designed an awareness of data, woidevideo media types into every component
and layer of the Cisco infrastructure. The inteliginfrastructure constantly looks at all modesafhmunications, including e-mail, telephony,
voicemail, videoconferencing, and many others, medgnizes their unique requirements and interddpersies. The infrastructure then adjusts

to meet the specific needs of the organizations Shistems approach helps ensure that Cisco defheraost competitive and secure IP
Communications solution to customers.

Benefits of Integrated Services and Support

As customers migrate to IP Communications, theyeHaund significant benefits services and supporhfa primary vendor. The end-to-end

Cisco Intelligent Network and Cisco IP Communicasigervices and support provide customers wititaribenefits that deliver strategic, business,
technical, and cost-savings advantages.

A study conducted by Sage Research (commission&idoyp) that included in-depth interviews with @mers found that implementing a network
with a single, primary vendor gives organizatiorsibstantial opportunity to achieve a lower totatof ownership (TCO) than does a network
built with systems from multiple vendors. A primamgndor supplies the network equipment, telephgstesns, IP phones, and associated
applications. The financial benefit found by thisdy is compelling: the network cost of ownershgs pndpoint in a primary-vendor network is

26 percent lower than that of a multivendor netw&@#vings are spread equally across all areasidimg) network deployment and maintenance,
network performance improvements, and benefit$Tf@and end users. Sage Research also found thaiaegions that use a single, primary vendor
for IP telephony have a 43-percent lower networkt b ownership than those that use multiple vesideurther, Gartner’s analysis of Cisco
Services in February 2005 reported that “Ciscorgise and support continues to be an asset anda swurce of differentiation between the
company and the rest of the enterprise market.”

Cisco Systems offers the products, services, tdogp@xpertise, and market leadership that ma&esttong choice as a primary vendor and
business partner. Cisco customers gain unmatchethrehensive solutions backed by expert servicgesigihout the network lifecycle while
preserving their technology investments for thereit A few examples of services and support tHégreéntiate the Cisco IP Communications
solution on a Cisco Intelligent Network follow:

- Comprehensive planning, design, implementation,apiiinization services that provide smooth anccifit migration
- End-to-end, integrated solutions and systems tleag¢asier to order, install, manage, upgrade, aad u
- Attractive financing and leasing options from CiQystems Capit8ICorporation
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- Cisco in-depth training, certification, and expsgtdelivered by Cisco and worldwide partners
End-to-end, 24 x 7 technical assistance and corepeie service and support for the complete saiutio

Companies must protect, optimize, and grow thetiwaek platforms using a lifecycle support modelttbeates business value and operational
excellence. Cisco and its partners provide a &ribe of lifecycle services and support that atéatifor today’s foundation and advanced
networking technologies, including routing, switepj IP Communications, wireless, security, storage, optical solutions. Cisco and its
partners have a proven record of high customesfaation and industry recognition of leadershipdervices and support.

In addition, with a fully integrated communicatiosysstem from Cisco (where the IP phones, accedstwsi, routers, Cisco 10S Software, and
other components are from Cisco), customers hagepomt of contact to receive speedy implementadioth problem resolution. Problems are
quickly resolved by Cisco; customers do not haviirsd determine whether the problem is with théadaendor or with the telephony vendor.
Further, as new features are developed—especialbetthat are based on primary functions of theddisitastructure such as Cisco Discovery
Protocol—Cisco customers can be confident that wikkype among the first to deploy them. And theylwb so with confidence of complete
compatibility between the telephony and the infiadtre elements.

Ultimately, the many years of experience Ciscowidis both IP Communications and the IP networksmsdhat customers can be confident that
they have the strongest ally in their efforts tpliement a successful, secure, and powerful IP Carfgations solution.

For more information, visivww.cisco.com/go/ipor contact your local Cisco representative orrgart
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