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PREVENTING WORM AND VIRUS OUTBREAKS
WITH CISCO SELF-DEFENDING NETWORKS

Worm and virus attacks are among the most common se curity breaches for organizations today*. A server, laptop, or
personal digital assistant (PDA) can be exposed to a worm or virus at any time and easily propagate th  at worm throughout
an organization. In recent years, infections such a s MyDoom, Blaster, Sasser, SQL Slammer, and SoBig h  ave disrupted
corporate applications, Websites, banks, and airlin es, and have shown how vulnerable organizations are to attack. These
attacks are increasing in severity, speed, and numb er, leaving organizations in need of greater securi  ty resources. The
Cisco ® Self-Defending Network strategy allows organizatio ns to protect their assets against current and futu re worm and
virus attacks, using their existing investments in their computing, network, and security infrastructu res.

THE SECURITY LANDSCAPE

Networked applications have allowed organizatianseécome more productive and serve clients moeetéfely. However, the increasing
mobility and accessibility of today’s global netwsibring new security challenges. Wireless accesgg) employee remote access, and the
prevalence of teleworking provide more network gpints for malicious users or code.

Finding and retaining qualified security professilsns challenging. It can be also a struggle fgaanizations to justify additional security
investment. Network and IT spending is often jisstifoased on return on investment (ROI), wherebdsark security has been traditionally
viewed as a cost center. This perception is changis organizations discover that better netwockréty makes business transactions safer
and more efficient across the entire network itftature. In the long term, network security sawvesey for organizations.

OUTBREAK PREVENTION CHALLENGES

Worms, viruses, and “flash” outbreaks are an irgirgasecurity problem for organizations. Thesechtiaan cost organizations more than lost sales
and employee productivity. Some worms and virusesapen “back doors” into personal computers tikertheft of information, or use infected
computers as “zombies” to propagate more virugesnsor other attacks. For example, many wormseatlyrin circulation are designed to

generate distributed denial of service (DDoS) &#am unsuspecting organizations.

Security threats are constantly changing, requidiefgnses to adapt and change with them. As netemrkectivity becomes more pervasive and
bandwidth increases, the spread of worms and \ércae happen at a faster pace, further compouridéngroblem. For example, the
Blaster/Lovsan worm infected more than 1.4 millfests worldwide, with 138,000 infected within fdwurs of its release**.

Conventional, up-to-date antivirus software inst@lbn personal computers and servers does a gbad jweventing known worms and viruses, but
new or unknown (“day zero”) attacks can penetiadsée defenses. Further, in large campus envirosnoemtistributed organizations, it is difficult

to ensure that all computers have the latest ani\doftware or other software security patchestributing and downloading software patches can
be laborious and time-consuming for network operstistaff. Testing and verification must take placemake sure these patches do not adversely
affect other business critical programs. In the mtieze, their networks are vulnerable to attackefent study** predicted that through 2005, 90
percent of cyberattacks will exploit security flafes which a patch is available or a solution i®Wm. Having antivirus software is a good start,

but is not enough.

*  Source: 2004 CSI/FBI Computer Crime and SeciBityvey
** Source: Hackerwatch.org
*** Source: GartnerG2 Research, 2002
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Finally, it is difficult to control human curiositfjMany worms or viruses are still spread by usecessing malicious Websites, downloading
untrustworthy material, or opening malicious e-nagiichments. These attacks, while unintentiotillresult in significant financial and
productivity losses to organizations. It is impaitéor IT managers to educate their employees aedswon the value of adhering to security
policies and processes.

To effectively avoid disruptions caused by wornvious outbreaks, organizations must:

« Protect network endpoints (desktops, servers, @ptops, for example) from attack
« Prevent infections from spreading through the nétvimfrastructure
* Monitor and manage their networks in an effici@otnprehensive manner in order to respond rapidbutbreaks.

Achieving these goals requires a global systemeeaew of network security, where every deviceremried to the network plays a role in
securing the network from unwanted intrusions.

THE CISCO SELF-DEFENDING NETWORK STRATEGY

Worms and viruses can spread across the worldriatier of minutes or seconds. Security systems thastfore react instantly and automatically.
A security system that is fully integrated into @atpects of the network can proactively identif#ts, quarantine infections, and facilitate a
coordinated response to attacks. The Cisco Sekikfig Network strategy is Cisco’s vision for int&gd network security. Organizations can
use their existing investments in routing, switchiwireless, and security platforms to deploy &detending network that will help them identify,
prevent, and adapt to both known and unknown sgdirieats. Only Cisco Systems offers a uniquegesys approach to business security based
on the intelligent collaboration of networking aseturity technologies and services.

The Cisco Self-Defending Network has three comptm@Figure 1). Out of these components, the Ciduedt Defense System and the Cisco Trust
and Identity System specifically work together tieetively repel outbreaks.

Figure 1. Components of the Cisco Self-Defending Network
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Networks must be able to recognize and resist éxtitrnal and internal attacks, and to recover dgi€lan attack is launched. To prevent
outbreaks, the Cisco Threat Defense System inegeatdpoint and network protection to identify@saand stops them from propagating
throughout the network.
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Cisco Trust and Identity System

The first line of defense in an organization’s natwinfrastructure is to determine who or whatdsessing the network, the state of the accessing
device, and what resources it should have acce3fieoCisco Trust and Identity System provides pétvaccess and security policy control, to
ensure that only trusted users, and devices agh&ricorporate security policy, can connect to @yanization’s network and send and receive data.

PROTECT THE ENDPOINTS

Worms and viruses attack applications running akidgs, servers, and other endpoints. While antvénd personal firewall software is effective
against threats with recognizable “signatured’ @ften not enough. Cisco Security Agent usesWiehé#ased assessment to identify and prevent
malicious or anomalous behavior on endpoints. dly@es system behavior, and can eliminate both krawd unknown security risks based on
this behavior. Cisco Security Agent aggregatesipialsecurity functions by providing host intrusiprevention, distributed firewall capabilities,
malicious mobile code protection, operating sysiretegrity assurance, and audit log consolidationa-8ingle, powerful software package. All
Cisco Security Agent policies and activities arsilgaonfigured and monitored from a central losatthrough the CiscoWorks VPN/Security
Management Solution (VMS).

What Computers Bring into a Network

Laptops and remote-access virtual private netwrleNs) have made business travelers more produdtivhie same time, they increase the
challenges facing network and security operatioaf. $-or example, while working away from the offi a business user may find it cumbersome to
download large antivirus updates or operating sygiatches. Hotels, airports, and coffee houseshaeag insecure wireless access points, allowing
infected computers to pass worms or viruses aldfigen the business user connects to the corporat@rie the infection propagates throughout
the company.

Network Admission Control (NAC) is an industrywidellaboration led by Cisco that focuses on limitdlmage from security threats such as
viruses and worms. Using NAC, organizations caovathetwork access only to compliant and trustegeimd devices and can restrict the access
of noncompliant devices. Currently, NAC enablesc@imuters to enforce access privileges when apantidevice attempts to connect to a
network. This decision can be based on informadioout the endpoint device such as its currentiansistate and operating system patch level.
NAC allows noncompliant devices to be denied acqassed in a quarantined area, or given restriatagss to computing resources.

LIMIT THE SPREAD OF INFECTION
Sometimes, despite an organization’s best effartgorm or virus gains entry to a network. Sinceatosl viruses and worms spread so quickly,
an automated and rapid response is required. Fhisly possible with integrated security capaleitivoven into the very fabric of the network.

Raise the Alarm

Without instant outbreak identification and reactia network can be brought down in minutes. Ciestwvork-based intrusion detection and
prevention systems (IPSs) accurately identify,sifpsand stop malicious traffic in real time. Gisi®S intelligence analyzes all traffic traversthg
network, recognizes an attack, analyzes its sgvesises appropriate alarms to network managatkstakes corrective action. For example, a Cisco
IPS-equipped branch office router (such as a G868® Series router) would recognize a MyDoom attechk attempted to enter the network. It
would block it and simultaneously issue alerts.

Segment the Network into “Islands” of Security

Firewalls are traditionally used on the perimeteaoorganization’s network—such as an Internet estian—to prevent malicious or unnecessary
traffic or users from entering. They are equallgfubkin protect the network interior. Firewalls da@ configured to recognize and block many
known worms, and to block ports that should notibed on particular network segments. During a warnirus attack, firewalls prevent the spread
of infection by segmenting the internal networloifislands” of security and controlling connectivtb network resources on particular islands. For
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example, a SQL Slammer worm attempting to getdarapus Web server beyond an internal firewall moi succeed if the firewall is configured
to allow only Web traffic.

Cisco has the broadest range of complete firevaglhbilities in the industry, appropriate for netwgoof any size. Firewall features are embedded
in all Cisco routers and Cisco Catafystvitches. For high-performance applications, fattwardware modules are available for Cisco Cataly
switches. A family of powerful standalone Ciscefialls—provided via the PIX Security Appliances—potéehome office, branch office, campus,
and data center environments.

MONITORING AND MANAGING THE SECURITY STATE OF THE N ETWORK

In a large, distributed network, a consolidatedwid all network devices, security devices, andusiég services allows IT staff to efficiently
monitor the network. With Cisco integrated secyiityormation from all routers, switches, intrusisystems, firewalls, VPN devices, and secured
endpoints is collected and analyzed by CiscoWodai8ty Information Management Solution (SIMS), elhhelps security staff quickly identify
and respond to threats in a coordinated manner.

Similarly, CiscoWorks VMS contributes to organizatal productivity by combining Web-based toolsdonfiguring, monitoring, and
troubleshooting VPNSs, firewalls, and network angdtH®Ss from a central location. Rules and conéigans can be globally applied to the
network, greatly simplifying deployment of netwonlide security policies.

PREVENT YOUR NETWORK FROM OUTBREAKS WITH THE CISCO SELF-DEFENDING NETWORK

Organizations need to avoid the disruption caugeautbreaks, while controlling the costs of dephgyand maintaining a secure network.

Cisco integrated security solutions allow an orgatidn to maximize the security utility of its ety network infrastructure and build a truly self-
defending network. A Cisco Self-Defending Networkquely integrates security intelligence into thlegwork, protecting corporate assets while
reducing the total cost of ownership. Security aativork operations staff can spend less time megutti and cleaning up virus and worm outbreaks,
and spend more time making their networked orgéioiza as efficient, productive, and safe as possibl

Cisco is the industry leader in networking and siggsolutions. Only Cisco offers a unique, systegpproach to business security based on the
intelligent collaboration of networking and secutiéchnologies and services. With threat defengetrarst and identity solutions, Cisco provides
the most comprehensive range of integrated seawoltitions in the industry to best protect all-dineganizations from devastating outbreaks due
to worms and viruses.

For more information on protecting your organizatfoom outbreaks and on the Cisco Self-Defendinsdek strategy, please visit:

http://www.cisco.com/go/selfdefend
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