Cisco SYSTEMS

SOLUTION OVERVIEW

CISCO INTEGRATED WIRELESS NETWORK

As users become more mobile and business applicatio ns become more interactive, innovative services and applications
are critical in helping companies maintain agility and differentiation. Cisco ® provides wired + wireless integration with the
industry’s best security and investment protection. This document presents the products, features, ben efits, and future
migration plans of the Cisco Integrated Wireless Ne  twork including the Cisco Distributed WLAN Solution and the Cisco
Centralized WLAN Solution.

CHALLENGE

Wireless LANs (WLANS) are now business-critical ganizations are deploying WLANS to increase empdgy®ductivity, enhance collaboration,
and improve responsiveness to customers. WLANbeireg deployed in corporate offices, hospitalsitstores, manufacturing floors, warehouse
environments, educational institutions, local aatianal government organizations, airports, pubtitspots, and other locations worldwide.
WLANSs are being deployed across business camphbissch offices, and remote locations. End useremtgracing the freedom and flexibility

of wireless connectivity, and business executiveg@cognizing the competitive advantage of busiuetical mobile applications.

The increasing demand for WLANSs has created neWettges for today’s networking professionals whostmespond to the growing demand for
WLANS in an era of tight budgets and reduced resmsirThese network managers need a WLAN solutiartakes full advantage of existing tools,
knowledge, and network resources to cost-effegtimddress critical WLAN security, deployment, anditcol issues. They need a wireless
infrastructure that embraces the unique attribateadio frequency (RF) technology, effectively popts today’s business applications, and

lays the foundation for the smooth integration e@fvrapplications that enhance wireless technology.

SOLUTION

The Cisco Integrated Wireless Network cost-effattivaddresses the WLAN security, deployment, mamagé, and control issues facing
enterprises. This framework integrates and extendsl and wireless networks to deliver scalablenaggable and secure WLANs with the lowest
total cost of ownership. The Cisco Integrated VéissINetwork provides the same level of securigiasility, reliability, ease of deployment, and
management for wireless LANs that organizationsekfrom their wired LANSs. It includes innovativadio frequency (RF) technology capabilities
that enable real time access to core businesscafiplis and delivers enterprise-class secure ctivitgc

The Cisco Integrated Wireless Network is an evolutf the Cisco Structured Wireless-Aware Netw@WAN) available from Cisco since 2003.
The Cisco Integrated Wireless Network includes $&oure, enterprise-class WLAN solutions: the CBstributed WLAN Solution and the

Cisco Centralized WLAN Solution. Both solutions eekbs the WLAN security, deployment, management,camdrol issues facing companies and
organizations considering WLANS. Both solutions supported by Cisco via a smooth migration plan ithdudes a variety of deployment options,
software enhancements, scalability features angrisgcapabilities. Both solutions are availabldag. Customers can choose to deploy either the
Distributed WLAN Solution based on Cisco Airofieiccess points running Cisco I®Software or the Centralized WLAN Solution basedtun
recently acquiredirespac® product portfolio and Cisco Aironkghtweight access points.
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With the Cisco Integrated Wireless Network, thet ledsments of wireless and wired networking are lwioed to bring mobility to the enterprise in

a secure and reliable manner. By integrating tis¢ ineaccess point technology with centralized rgan@ent and intelligent control, Cisco addresses
the deployment and management challenges assouwidkeduilding business-critical enterprise WLANGsco also provides our customers with
solid investment protection via our robust produattfolio and smooth migration path to future erdements. Customers can confidently choose
the solution that best meets their specific busiresl networking needs knowing that their investriseprotected.

The Cisco Integrated Wireless Network also integgatith theCisco Self-Defending Networlk'he Cisco Self-Defending Network strategy is the
Cisco vision for integrated network security. Thied® Self-Defending Network helps organizationsitifg, prevent, and adapt to both known and
unknown security threats.

From small businesses to large-scale enterprisBmatibnal companies; within WLAN campus deploynseot branch offices; at universities;

in retail, manufacturing, or healthcare industrimsat hotspot locations, Cisco WLAN solutions hedduce overall operational expenses by
simplifying network deployment, operations, and agement. With Cisco, several, hundreds, or thousahdentral or remotely located access
points can be easily managed from a single managernasole. The flexibility of the Cisco Integratddreless Network allows network managers
to design networks to meet their specific needsthdr implementing highly integrated network designsimple overlay networks.

Building Business Critical Wireless LANs
Wireless networks must focus on four fundamentdsito be suitable for enterprise deployment: egfidins, access, control, and management.

« Applications—Business critical solutions, applications and tdb&t enhance user productivity, collaboration esshmunication.

* Access—802.11a/b/g connectivity for WLAN clients via acsgmints that facilitate specialized air/RF depleyt) management, and performance
features. Here, the RF environment is scannedfqure access points, unauthorized users, and padtentusions as well as network
characteristics that may adversely affect netwentggmance such as interference and coverage holes.

« Control—Responsible for system-wide wireless LAN functiossch as security policies, wireless intrusion prgion, RF management, quality
of service (QoS), and Layer 2 and Layer 3 mobititysupport business-critical wireless applicatidiee control component works with access
points and a management device to deliver enhgmeddrmance, advanced management capabilitiesnetwebrk scalability.

« Management—Allows IT managers to design, control, and mornitair enterprise wireless network from a centrdiloeation, simplifying
operations and reducing the total cost of ownersHis component manages software images, disasbeanfiguration files, and collects
information from WLAN infrastructure devices.
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Today's Cisco WLAN Product Portfolio

Cisco offers a wide breadth of WLAN products to r@sd the four fundamental areas of wireless neiwgtisted above. These products help
enterprises cost effectively build mission criti?dLANs. The product portfolio for the Cisco Distuted WLAN Solution and the Cisco Centralized
WLAN Solution is presented in Figure 1.

Figure 1. Cisco Wireless LAN Product Portfolio
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Cisco Distributed WLAN Solution

The Cisco Distributed WLAN Solution includes Cis&imonet access points, the CiscoWorks Wireless L2dution Engine (WLSE) or

CiscoWorks WLSE Express management platforms amtbco Cataly§t6500 Series Wireless LAN Services Module (WLSMsdB Aironet

access points that use Cisco 10S Software, are @oemis of the Cisco Distributed WLAN Solution. Teexcess points are autonomous and do not
need a wireless LAN controller. In a future softeveglease, selected Cisco Aironet autonomous apo@ss will be upgradable to operate as either
autonomous access points or lightweight accesggoin

The Cisco Distributed WLAN Solution is deployabtethe following configurations today:

¢ Access point only deployment for secure WLAN acaesag Cisco Aironet access poini200 1230 AG 1100 1130 AG 1300.
¢ Access point + centralized management capabilitsésg Cisco Aironet access points and@igcoWorks WLSEor CiscoWorks WLSE Express

« Access point + centralized management + controlutin wireless integrated switches using Cisco Ait@tcess points, the CiscoWorks WLSE
or CiscoWorks WLSE Express, and tBissco Catalyst 6500 Series WLSMth theCisco Catalyst 6500 Series Supervisor Engine 720

Adding optionalCisco Aironetor Cisco Compatible Extensiom$ient devices to the Cisco Distributed WLAN Sabut provides additional benefits,
including advanced enterprise-class security, edddrRF management, and enhanced interoperability.

Cisco Centralized WLAN Solution

The Cisco Centralized WLAN Solution includes Cigkdonet Series lightweight access points with acGigVireless LAN Controller, managed via
the Cisco Wireless Control System (WCS), which sufgpadvanced location services using the opti@isdo Wireless Location Appliance. Cisco
Aironet lightweight access points support the Ligkight Access Point Protocol (LWAPP) and operateanjunction with a Cisco Wireless LAN
Controller. These products are based on the rgceogjuired Airespace product portfolio. TAigespaceacquisition helps to accelerate Cisco’s goal
of wired + wireless integration and RF innovation.

The Cisco Centralized WLAN Solution is deployabiighie following configurations today:

¢ Access point + controller usir@isco Aironet 1000 Series lightweight access paanis Ciscd2000 SeriesA100 Serie®r 4400 Serie$Vireless
LAN Controllers.

« Access point + controller + advanced managemersthihigies using Cisco Aironet 1000 Series lightwsigccess points, Cisco 2000 Series, 4100
Series, or 4400 Series Wireless LAN Controllers] #reCisco WCSwith optional location services.

» Access point + controller + advanced managemesaltime location services using Cisco 1000 Sdigisweight access points, Cisco 2000
Series, 4100 Series, or 4400 Series Wireless LANt@Gbers, the Cisco WCS with location services #melCisco 2700 Series Wireless Location
Appliance

Future Cisco WLAN Product Portfolio

Cisco's vision is to create a converged WLAN solutihat integrates the best of both solutions—[iatad and Centralized. In the future, Cisco
will combine selected products from each solutitho ia single, integrated WLAN solution. This intatgd solution will further enhance the breadth
of the Cisco WLAN portfolio, providing more deplogmt options, feature enhancements, scalabilityrggacapabilities, and integration with the
wired infrastructure. This integrated solution wvgitbvide investment protection and a migration gaththe evolution of the Cisco WLAN product
portfolio. Please read the Cisco Innovation, Iratign, and Investment Protection section for mofermation about this integrated solution and
the planned evolution of Cisco WLAN products.
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FEATURES

The Cisco Distributed WLAN Solution and the Ciscen@alized WLAN Solution support similar featuresldenefits through robust product
capabilities. Both solutions provide managementraéimation with control in the infrastructure. Thamary difference between the two solutions
is the implementation and deployment of accesstmointrol and management.

The following enterprise-class WLAN features angatalities are supported by these solutions ascgipe:

¢ Security—A fundamental best practice of wireless LAN seguistthe ability to secure and control the RF emwinent. Cisco leads the industry
in delivering enterprise-class RF security and WL#d¢urity policy monitoring. Cisco wireless seguféatures include:

— Controlled access to the WLAN via numerous autfeatitin and encryption policies, including 802.MA;Fi Protected Access (WPA),
WPAZ2, and mobile VPNs

— WLAN Intrusion Protection System (IPS) that detentsl mitigates rogue access points, unassocidted devices, and ad-hoc networks,
and provides customizable RF attack signaturesdt@gt against common wireless threats

— Secure management of infrastructure and RF-layerigg boundaries

« Management—Cisco simplifies WLAN management by providing cleaibility and control of the RF environment. Thiereases network
scalability, improves troubleshooting, and enhaneesluctivity for network administrators, resultimglower operational expenditures. Cisco
management features include:

— Simplified WLAN management and operations suppuat demystifies RF and removes the complexity afiaging the RF environment.

— Real-time RF scanning, monitoring, and controlgnéed directly into the WLAN infrastructure deliirgg a self-configuring, self-
optimizing, and self-healing wireless network.

— The industry’s first location solution that simuieusly tracks thousands of devices from direcithiiwthe WLAN infrastructure using
Cisco’s patent-pending RF fingerprinting technology

— Advanced WLAN planning, deployment, and managertaois

— Enhanced troubleshooting and diagnostic tools foagtive performance and fault monitoring, incluglgraphical heat maps for easy
analysis

— Centralized policy engines that enable system-Isselrity and QoS policies to be easily configuard enforced

¢ Performance—WLAN coverage must be reliable and RF bandwidthtrbesoptimized to help ensure maximum WLAN perfonoe Cisco
achieves this via the following capabilities:

— Quality of service (QoS) for voice and delay-sawsitipplications, including over the air bandwidtintracts
Real-time capacity management with load balancing

High-capacity, versatile deployments in office ltboas or rugged environments, with support for @arrange of operating temperatures

Self-healing WLANS for high availability, includingpverage hole detection and correction

« Mobility—End users need uninterrupted network access wlanimg across access points (within and betweenessiprCisco’'s WLAN
solution delivers the following:

— Seamless secure Layer 2 and Layer 3 roaming
— “Follow-me VPNSs,” which enable clients to mainta/®N tunnels when roaming

— Proactive Key Caching (PKC) or Cisco Centralize¢ Kanagement (CKM), helping to ensure fast, scalabaming in 802.11i
environments

— Context transfer of security and QoS policies,wilhg users’ identities to follow them as they roam

« Scalability—A wireless network must scale to meet current aaké business requirements. Cisco provides:
— Support for WLAN deployment in the campus, branfflttes, remote sites, and outdoor locations
— Support for deployment of several, hundreds, oushods of central or remotely located access points

— WLAN resiliency, redundancy, and fault tolerance
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I ntegration—End-to-end wired and wireless network integratianimizes the total cost of ownership. Cisco miniesizhe total cost of
ownership for WLANSs by supporting:

— An integrated wireless and wired infrastructurdiveéeing a single point of control for all WLAN tffic
— Extension of rich, intelligent Cisco infrastructudevice features to wireless traffic such as Qaraanagement policies

Infrastructure integration via a standardized Ci€e® Software command-line interface (CLI)

Support for several types of authentication, autlation, and accounting (AAA) servers

Client integration with the Cisco Compatible Extens program

Services/Applications—An enterprise-class WLAN must support numerous aded services and applications that utilize thguaiattributes
of mobility. Cisco includes support for:

— Voice services through a software application baadset device

— High-resolution location tracking for users andetss

— Guest access to enable customers, consultantsactuns, suppliers and vendors
— Application-specific devices (ASDs), such as thased in retail or manufacturing

BENEFITS

The Cisco Integrated Wireless Network enables prisers to deploy wireless with confidence. The ibess benefits of the Cisco Distributed
WLAN Solution and the Cisco Centralized WLAN Sotutiare real and tangible. These benefits are aethighile maintaining business-critical
security levels. These benefits include:

Reduced TCO—The Cisco Integrated Wireless Network reduces Ti@Ough minimizing the operational and capital castsociated with
managing and deploying the wireless network.

Enhanced WL AN visibility and control—Cisco provides enhanced visibility and controlla# tvireless LAN helping to ensure that wireless
applications are delivered securely and reliabtgulghout an entire enterprise and managed cenfaalyreater scalability and ease of use.

Dynamic RF management—Cisco is a leader in RF innovation, creating ifngetht WLAN solutions that capitalize on the unicqigibutes of
radio technology. The Cisco Integrated Wirelessngelt can detect changes in the RF environment gndrdically adapt to these changes in
real time creating an environment that is self-mpning, self-optimizing, and self-healing.

Advanced WL AN security and network protection—An integrated wireless LAN IPS protects the netwiookn security breaches and
unsecured WLAN connections that put the entire ndtvat risk.

— Customizable attack signature files can be usedgially detect and contain common RF-related atasiltich as Netstumbler, FakeAP,
and void11.

— Advanced RF fingerprinting technology supports kégicuracy device tracking.

— Wired and wireless rogue access point and clientaboment to maintain network security and preverguthorized users from accessing
enterprise resources

— Cisco Compatible client devices extend air/RF rogeiection capabilities

Integrated wired and wireless networks—Cisco is uniquely positioned to integrate wired ackless networks for cohesive, robust enterprise-
wide networking capabilities.

— Create and enforce authentication and access tpoalicies

— The same policies that have evolved for an entjsriwireline security (NAC, firewall), manageméavent correlation, VLANS, policy
control), and QoS (802.1p, bandwidth managememthcav be extended to the wireless world.

— Integration with theCisco Self-Defending Network

M obility for the enter prise—Mobility becomes an intrinsic component of the entise, with Cisco helping IT managers to easilg aacurely
deploy mission-critical WLANSs that complement intraents in the existing networking infrastructure.
— Context transfer enables identity specific inforimato follow users as they roam between Layer Rayer 3 domains.

— QoS and Wi-Fi Multimedia support for voice over(NolP)

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 6 of 9


http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns413/networking_solutions_package.html

« Enhanced productivity, collaboration and responsiveness—With Cisco, employees can accomplish more in emggting, make faster
decisions, and use every minute more effectivelgtivr in the office or on the road.

— Hospitals can improve patient care.

— Universities can connect students and teachers.

— Financial institutions can have real-time accesdiemt data.

— Government agencies can deliver faster acces$awriation and enhance public safety.

— Manufacturing can share real-time data from theufaoturing floor and support “just-in-time” manufadng and assembly.

— Retail environments can provide data mobility ttgloout the entire store and warehouse, allowingsslf to serve customers more
effectively.

— Corporations can better track assets, accessattitisiness information, and enhance employee ptivity through real time information
exchange.

CISCO INNOVATION, INTEGRATION, AND INVESTMENT PROTE CTION

As the worldwide WLAN technology leader and innaraCisco offers the industry’s most comprehensgiraguct line for enterprise WLANS.
Cisco will continue to lead the acceleration andletion of WLAN technology into the next generatiohenterprise networking. Cisco will evolve
the Cisco Integrated Wireless Network to contirmsupport new business applications, WLAN technpldgyelopments, and enterprise-class
network demands.

To provide enhanced WLAN capabilities and advarfeatures, the Cisco roadmap will contain features@roducts that will further enhance the
best attributes of its current WLAN product poridolvith advanced, innovative, integrated capaktitiThese integrated enhancements will include
several deployment options, software enhancemscafability features, security capabilities, hardwadvancements, and wired + wireless
integration.

Cisco innovation, integration, and investment prtite will help ensure a secure, mobile, interaztiworkplace for organizations deploying
WLANS. Cisco will help to ensure customer investiamtection through field firmware upgrades, seftevupgrades, and careful attention to
future hardware requirements throughout the integragrocess. The best Cisco wireless featuregflisnand products will be included in the
next generation solution via a smooth migratiompla

Cisco will provide solid investment protection footh solutions—Distributed and Centralized. Autonamaccess points, lightweight access
points, WLAN controllers, and WLAN management prouwill continue to be supported. Customers wibahave the option to continue using
fully supported autonomous access points or mighaie Cisco Aironet access points to “hybrid” asx@oints that support both LWAPP and Cisco
10S Software, via a future software release.

Customers can select the Cisco solution that bestsiiheir needs, and can feel confident that @iszo WLAN investments are protected for
whichever Cisco solution they deploy today.

CISCO WLAN FINANCING PROGRAM

Customers can add a Cisco wireless LAN financinzkage to their Cisco Systems Capit@lorporation lease to make deploying Cisco WLAN
solutions easier. A Cisco Systems Capital Corpondgase allows companies to minimize their initi@estment, control their budget, and avoid
technology obsolescence while increasing employeguygtivity, improving employee responsivenessustemers, and enhancing employee,
partner, and customer collaboration. Read moreegfisco Wireless LAN Financing Program
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SUMMARY

Wireless LANs increase employee productivity arfitieicy, give companies a competitive advantaged, grovide network users with a new
level of freedom and flexibility. Organizations aral the world are rapidly deploying WLANSs acrossititampuses, branch offices, and remote
locations. Today’s WLANS are improving businessragiens and enabling real-time access to busingtsat applications and network resources.

Cisco allows companies to put the RF environmemidik to improve the way they do business. Cisaireskes the deployment, management, and
RF challenges associated with building busines&alWLANs. With the Cisco Integrated Wireless Wetk, overall operational expenses are
reduced and network deployment, operations, ancaganent are simplified. Cisco integrates wirelegbwired LANs and supports innovative RF
technology solutions to deliver the same levelegiusity, scalability, and manageability for wireddsANs that organizations expect in their wired
LANSs.

Cisco helps IT managers take full advantage of #adsting tools, knowledge, and network resoutoesost-effectively address critical WLAN
security, deployment, and control issues. Withsc@€WLAN, IT managers can identify, prevent, andmdo both known and unknown security
threats, bringing structure, control, and tightesedurity to their WLANSs.

Cisco has the flexibility to meet the requiremesftaumerous networks, from small businesses telamle enterprise multinational companies;
within WLAN campus deployments or branch officesuaiversities; in the retail, manufacturing, arehlthcare industries; or in hot spot locations.
Customers can be assured that with Cisco, theitiegiWLAN investments are protected and will irese in value over time.

FOR MORE INFORMATION
Contact your local account representative or #tlocation below for more information.

For more information about the Cisco Integratedéléss Network, visithttp://www.cisco.com/go/integratedwireless
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