Technology Segment: Real-

time monitoring and detection
working with malware verification
and identification to protect
against advanced threats.

HIGHLIGHTS

» Immediately detect deviations
from expected, secure
configuration standards
and hardening guidelines

Quickly determine endpoint
risk priority and take action.

Enable zero-day exploit
response and remediation

Ensure all endpoint
systems and networks
are protected against
known and new attacks

» Turn zero-day attacks on
critical endpoints into
known threats protected by
WildFire within minutes

CONFIDENCE: SECURED

TRIPWIRE AND

DATASHEET

PALO ALTO NETWORKS

Tripwire and Palo Alto Networks have
partnered to deliver unprecedented
protection against zero-day exploits
and advanced persistent threats,
whether known or unknown. Tripwire”
Enterprise continuously captures,
monitors and records real-time data
on endpoint systems. Palo Alto
Networks WildFire automatically
detects new, unknown threats through
dynamic analysis in a cloud-based
virtual environment, which com-
bines intelligence from thousands

of global enterprise organizations.

Tripwire Enterprise tags the file with
the result from WildFire. If it is mali-
cious, it is tagged as containing malware.
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THREAT PREVENTION

REAL-TIME BLOCKING OF
COMMAND & CONTROL,
EXFILTRATION AND
FURTHER INFECTIONS

This enables Tripwire Enterprise
customers to prioritize actions for
changes on systems with threats
identified by WildFire and initiate

workflow actions for remediation.

WildFire automatically creates protec-
tions for all newly discovered threats,
sharing them with all WildFire
subscribers worldwide in minutes. A
malicious binary that may have been
detected by Tripwire Enterprise is
now blocked within minutes at the
network level by Palo Alto Networks
security platforms, to prevent further
infection. Together, they reduce the
time to accurately detect and protect
against advanced threats from the
network edge to endpoint systems.
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FIG 1. Enhanced Protection from New Advanced Threats

ADVANCED THREAT PROTECTION, SECURITY AND COMPLIANCE



TRIPWIRE

Tripwire delivers advanced threat, securi-

ty and compliance solutions used by over
9,000 organizations in nearly 100 coun-
tries, including over 50% of the Fortune
500. Tripwire enables enterprises, service
providers and government agencies to
confidently detect, prevent and respond
to cyberthreats. Tripwire solutions are
based on high-fidelity asset visibility
and deep endpoint intelligence com-
bined with business context, and enable
security automation through enterprise
integration. Tripwire’s portfolio of enter-
prise-class security solutions includes
configuration and policy management,
file integrity monitoring, vulnerability
management and log intelligence.

PALO ALTO NETWORKS

Palo Alto Networks is the next-genera-
tion security company, leading a new era
in cybersecurity by safely enabling appli-
cations and preventing cyber breaches
for tens of thousands of organizations
worldwide. Built with an innovative
approach and highly differentiated
cyberthreat prevention capabilities,

our game-changing security platform
delivers security far superior to legacy

or point products, safely enables daily
business operations, and protects an
organization’s most valuable assets. Find
out more at www.paloaltonetworks.com.

< Tripwire is a leading provider of endpoint detection and response, security, compliance and IT operation solutions for
enterprises, service providers and government agencies. Tripwire solutions are based on high-fidelity asset visibility and
a deep endpoint intelligence combined with business context; together these solutions integrate and automate security and
IT operations. Tripwire’s portfolio of enterprise-class solutions includes configuration and policy management, file integ-
rity monitoring, vulnerability management, log management, and reporting and analytics. Learn more at tripwire.com
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